Abstract-Automatic Dependent Surveillance Broadcast (ADS-B) is a satellite-based system that makes an aircraft equipped with it periodically generates ADS-B broadcasts including the aircraft's identifier, position, velocity, etc. Since the broadcasts can enhance navigation capability remarkably, it has replaced radar and becomes the backbone of the air traffic management (ATM) of next generation. However, the leak of identity and location privacy allows adversaries to track flights easily. Especially in general aviation, people's travel destination may be related to personal privacy, commercial secrets and other important information that need to be protected. In this paper, the author studies a well-known location privacy protection scheme named random silent period which enhances the uncertainty by mix the target plane with other planes in the anonymity set and entropy is used to evaluate the uncertainty. Furthermore, we proposes a new correlation tracking method to improve the uncertainty. The evaluation of location privacy demonstrates that the method is more practical and accurate than the simple tracking method.
INTRODUCTION
All aircraft, including commercial, business, general, and military aviation, must possess necessary communications and networking infrastructures [1] . Air Traffic Management (ATM) systems worldwide are refreshing their decades-old ground and space infrastructures to ADS-B which will allow each aircraft to engage in distributed air traffic control concepts/procedures and share data with ground systems as well as with each other [2, 3] .General aviation covers a wide range of aircraft, from personally-owned aircraft to law enforcement and emergency services aircraft to business jets [1] . Note that this paper considers privacy to be a concern only for general aviation aircraft users. Commercial airliners and cargo aircraft are not expected to be vulnerable to location privacy threats, since they are operated on published routes and regulated to use permanent identifiers for easy aircraft identification.
ADS-B system is a crucial component of the federal aviation administration (FAA)'s next generation upgrade, and it provides a safer and more efficient way for the aviation management than the ground radar system [3, 4, 5] . This is because ADS-B system is on the aircraft and it broadcasts aircraft position and other data updated every second to nearby ground stations, aircraft and surface vehicles, while the ground radar system is on the ground dependent on human participation and positions are updated every twelve seconds [6, 7, 8, 9] . Although ADS-B have so many advantages such as convenience and efficiency, it also suffers from the location privacy problems that may be concerned with people's travel destination, commercial secretes, etc. For example, the application named "Plane Finder AR" allows precise tracking of air crafts using ADS-B transmissions. Therefore, it is necessary to find a way out to protect the our location privacy. In 2012, Krishna ET al. [1] proposed first a location privacy protection scheme of the general aviation named random silent period which introduces the spatial and temporal uncertainty through updating the identifiers of air crafts but no transmitting them in a small period of time named maximum silent period so as to confuse the target aircraft with other air crafts. In other words, the random silent period enhances the identity uncertainty of air crafts by mixing the target plane with other planes in the anonymity. Furthermore, the scheme achieves the location privacy by using the simple tracking method where the adversary assumes that each element of the anonymity set is equally likely to be the potential candidate for the target.
However, the simple tracking method can be only applied in a very ideal environment. In practice, an a b
International Conference on Logistics Engineering, Management and Computer Science (LEMCS 2015) adversary can employ some advanced computation algorithms to track a target aircraft. For example, the adversary can predict a trajectory for the target in advance, and thus estimate different probabilities for the air crafts in the anonymity set to reduce the uncertainty. . In this paper, the author proposes a new correlation tracking method in which the adversary can assign a non-uniform probability distribution to the target anonymity set. As a result, the method is more practical and accurate than the simple tracking method.
II. ORGANIZATION OF THE PAPER
The next section describes the system model considered which is same as the model used in [1] . We demonstrate our proposed scheme in section four. In this section, we illustrate the simple tracking method and proposed a new tracking method named correlation tracking. Section five is the location privacy evaluation of the two tracking methods. We use entropy to evaluate the uncertainty and compare changes in the results of different variables in these two tracking methods. The last section offer open problems and conclusions.
III. SYSTEM MODEL CONSIDERED
The system model used in this paper the same as the model proposed by Krishna et al. [1] in 2012. IV. PROPOSED SCHEME
A. Privacy Metric: Anonymity Set and Entropy
To measure the uncertainty, we use entropy to quantify the location privacy level of the anonymity set. Let the target anonymity set be denoted by S, and the size of anonymity set be denoted as |S|. Let the probability that an element i of S is the target T be , with ∑ . Then, the entropy of S is given as:
The reachable area of the target is defined to be the bounded region where the target is expected to reappear after the update of the identifier [1] . For example, in Fig .1 , if the target updates its identifier during the random silent period, there are several factors that are related to the determination of the reachable area, including the allowable movement directions, the horizontal and vertical minimum separation, , , respectively, the known achievable speed range [ , ] , and the update period which is between a minimum and maximum silent period [ , ] . The target anonymity set contains nodes that update their identifiers with the target and appear in the reachable area of the target [10] . We assume that all nodes update their identifiers with the target after a random silent period, and thus S will contain all the nodes in the reachable area, including the target itself.
B. Simple Tracking
In this method, the adversary assumes that each element of the anonymity set is equally likely to be the potential candidate for the target, and hence, randomly chooses an element as the target [11] . So, we have For simplification of analysis, this paper only considers the horizontal area. From Fig. 3 it is seen that the target anonymity set can at most include all the nodes that are within the cylindrical region from the location where the target enters a random silent period. Assuming that nodes are uniformly distributed in airspace with a density ρ, number of nodes in this area distributes as a spatial Poisson process and bounds for the average (expected value) anonymity set size at each update [11] . Under correlation tracking, the adversary can assign a non-uniform probability distribution to the target anonymity set. And there are the following four steps to calculate , .
•
Step-1:
To confirm the target anonymity set S using the same method as the simple tracking.
Step-2: As illustrated in Fig. 4 , after determining , based on target's last known location , last known speed , and last known direction at time t, assumed that the velocity and the direction of the target aircraft have not changed during the random silent period the adversary can estimate target's location in at a future time where is the minimum silent period and is each broadcast period. So ( ) , where , hence the adversary can obtains up to n estimated target position * + at time * + .
•
Step-3:
The adversary chooses the aircraft that appears closest to after update. Correlation tracking is repeated in after each broadcast period until the maximum silent period is reached.
Step-4: An element i that is chosen as a candidate at m of n estimated target positions in is assigned a probability of . Hence, the entropy of correlation tracking is:
Assume that is a normal distribution with and , we have
Note that the random normal distribution number between 0 and N is produced by MATLAB. And then we round the decimal into integer and regard it as the distribution of .
V. EVALUATION OF LOCATION PRIVACY
A. Simple Tracking Analysis Fig. 5 and Fig. 6 show the maximum location privacy level for different random silent period values and different airspace densities respectively in simple tracking method. As shown, the entropy increases with silent period duration as well as node density. Especially in this paper we only consider class A airspace (i.e. average of 900 km/h). Thus,the is 6km [12] . Fig. 7 and Fig .8 show the maximum location privacy level for different estimated times N and different size of anonymity set |S| respectively in correlation tracking method. As shown in Fig. 7 , the entropy increases with N at the beginning but remains steady later. In Fig. 8 , the entropy increases with |S| which increases with maxium silent period and node density according to (4)(5). 
B. Correlation Tracking Analysis

CONCLUSIONS
In this paper we focuse on the location privacy risks of ADS-B.A common underlying idea of these solutions is to introduce spatial and temporal uncertainty to reduce the correlation between two consecutively used identifiers of an aircraft. [1] We present a solution that can enable aircraft to independently maximize privacy level through update of aircraft pseudorandom identifiers during a random silent period.We analyze an evaluation method named simple tracking that Krishna et al. [1] proposed in 2012 and we propose a more pratical and accurate correlation tracking method.The evaluation of location privacy in these two tracking methods shows that the uncertainty increases with the size of anonymity set which further increases with air traffic density and the length of random silent period.In correlation tracking, when N increases,the entropy will increase at the beginning and remain steady later,so it is very necessary to find a proper N to evaluate the entropy in correlation tracking method.
In the future work, we will consider open problems such as a aircraft will update its pseudonym with probability at each broadcast, enableing aircraft to safely and securely participate anonymously in IFR mode as well as enabling maximum privacy guarantees at the aircraft.
